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AGENDA 

ÅREGULATORY òSTEWó ð PROTECTING YOUR CHEMICALS AND 

WORKERS FROM ACCIDENTAL RELEASES 

ÅCFATS OVERVIEW- INTENTIONAL ATTACKS/THEFT OF CHEMICALS TO 
WEAPONIZE 

ÅINTERRELATIONSHIP OF SECURITY/EMERGENCY PLANNING 

REQUIREMENTS 

ÅWORKPLACE VIOLENCE (WPV)/TERRORISM   
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THE CURRENT REGULATORY òSTEWó 

ÅEPA (ENVIRONMENTAL) 

ÅEPCRA ð EMERGENCY PLANNING & REPORTING OF SIGNIFICANT QUANTITIES OF 

HAZARDOUS CHEMICALS  

ÅCAA/R ISK MANAGEMENT PLAN (RMP) ð RESPONDING AND  PLANNING TO 

PREVENT CHEMICAL ACCIDENTS 

Å GENERAL DUTY CLAUSE (GDC)  

ÅOSHA (SAFETY & HEALTH) 

ÅPROCESS SAFETY MANAGEMENT (PSM) ð HIGHLY HAZARDOUS CHEMICAL 

PROTECTION IN WORKPLACE 

Å GENERAL DUTY CLAUSE (GDC)  
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COVERED CHEMICALS BY RULE 

ÅEPCRA - 356 EHS, OVER 650,000 REPORTABLE HAZARDOUS SUBSTANCES, 650 TRI 

CHEMICALS & CHEMICAL CATEGORIES 

ÅRMP - OVER 130 REGULATED SUBSTANCES 

ÅGDC: A PPLIES TO ANY òEHSó, AND  NOT LIMITED BY RMP OR EPCRA SUBSTANCES 

ÅPSM ð 162 HIGHLY HAZARDOUS CHEMICALS 

ÅGDC: A PPLIES TO ANY HAZARDOUS CHEMICAL THAT CAUSES AN UNSAFE WORKPLACE 

ALL THESE RULES FOCUS ON CHEMICAL HAZARD PROTECTION OF AN INDUSTRIAL FACILITYõS 

EMPLOYEES AND THE GENERAL PUBLIC SHOULD THERE BE A CHEMICAL ACCIDENT 
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CFATS ð WHO IS REGULATED? 

ÅCHEMICAL FACILITY ANTI-TERRORISM STANDARDS 

ALL òCHEMICAL FACILITIESó --  

ÅDHS DEFINES A òCHEMICAL FACILITYó AS òANY FACILITY THAT POSSESSES OR PLANS TO 

POSSESS, AT ANY RELEVANT POINT IN TIME, A QUANTITY OF A CHEMICAL SUBSTANCE 

DETERMINED BY DHS TO BE POTENTIALLY DANGEROUS OR THAT MEETS OTHER RISK-RELATED 

CRITERION éó  

(I.E., YOU ARE A CHEMICAL FACILITY EVEN IF YOU ARE NOT IN THE CHEMICAL INDUSTRY 

BUT HAVE A REGULATED CHEMICALé) 
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CHEMICAL FACILITY ANTI-TERRORISM 

STANDARDS (CFATS) ð TYPICAL FACILITIES 

ÅCFATS IMPACTS 45,000 
FACILITIES NATIONWIDE WHICH 
HAVE CHEMICALS OF INTEREST 
TO TERRORIST GROUPS 

ÅTYPICAL òCHEMICALó 
FACILITIES INCLUDE:  

ÅPOWER PLANTS 

ÅREFINERIES 

ÅPAINT/ COATING  
MANUFACTURERS 

ÅCHEMICAL WAREHOUSES 

ÅFOOD  PRODUCTION 

ÅREMEDIATION SITES 

ÅLABORATORIES/RESEARCH 
CENTERS 

              

ÅLARGE OFFICE COMPLEXES 

ÅCHEMICAL PRODUCTION 

FACILITIES 

ÅPAPER M ILLS 

ÅAGRICULTURAL 

ÅM INING/Q UARRIES
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EXAMPLES OF CFATS CHEMICALS OF INTEREST (COI) 

ÅALUMINUM POWDER 

ÅCHLORINE 

ÅNITRIC ACID 

ÅHYDROGEN PEROXIDE 

ÅHCL 

ÅAMMONIA  

ÅPROPANE 

ÅTEA 

ÅBUTANE/ ISOBUTANE 

ÅCHLOROFORM 

ÅMETHYL ETHER 

ÅTNT 

ÅNITRIC OXIDE 

ÅPHOSPHORUS 
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CFATS OVERVIEW ð THREATS 

ÅUNLIKE EPA OR OSHA, CFATS ADDRESSES òINTENTIONAL ACTSó 

(FROM INSIDERS, VISITORS, EMPLOYEES, CONTRACTORS, ETC.) 

ÅSECURITY THREATS FOR COI INCLUDE:  

ÅRELEASE (TOXIC, FLAMMABLE OR EXPLOSIVE),  

ÅSABOTAGE,  

ÅTHEFT/D IVERSION (FOR USE IN IED OR WME) 

ÅFACILITIES ARE RESPONSIBLE FOR SECURING THEIR TARGETED 

CHEMICALS FROM BEING ACCESSED BY TERRORISTS.  
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WHO IS AN INSIDER? DO YOU KNOW ONE? 
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OVERVIEW OF INSIDER THREATS 

INSIDERS ARE ð  

ÅCURRENT OR FORMER EMPLOYEES 

ÅCONTRACTORS 

ÅTRUSTED BUSINESS PARTNERS 

ÅTHOSE WITH AUTHORIZED ACCESS TO AN ORGANIZATIONõS RESOURCES 

OR FACILITIES 

 

MALICIOUS INSIDER THREATS ARE WHEN INSIDERS INTENTIONALLY USE 

THEIR ACCESS TO HARM THE ORGANIZATION 
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ARE THERE OTHER SECURITY CONCERNS?   

SHORT ANSWER -  YES!!!  

ÅTHESE REGULATIONS DO NOT APPLY EVERYWHERE:  

ÅMTSA (COAST GUARD SECURITY RULES ð òPORT 

FACILITIESó) 

ÅNERC-CIP (INFRASTRUCTURE SECURITY RULES FOR 

UTILITIES) 

ÅCFATS (CHEMICAL SECURITY) 

ÅPHSMA (PIPELINE & HAZMAT SAFETY RULES) 

ÅBUT THESE APPLY TO ALMOST EVERY FACILITY:  

ÅOSHA GENERAL DUTY CLAUSE 

ÅPREMISES LIABILITY/I NADEQUATE SECURITY CLAIMS 
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OVERLAPPING SECURITY REQUIREMENTS 
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ACTIVE SHOOTER/WPV/TERRORISM 

OSHA- GENERAL DUTY CLAUSE 

òSECTION 5(A)(1) OF THE OCCUPATIONAL SAFETY AND HEALTH 

ACT, REQUIRES THAT EACH EMPLOYER FURNISH TO EACH OF ITS 

EMPLOYEES A WORKPLACE THAT IS FREE FROM RECOGNIZED HAZARDS 

THAT ARE CAUSING OR LIKELY TO CAUSE DEATH OR SERIOUS PHYSICAL 
HARM.ó 
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BACKGROUND - WPV 

ÅWORKPLACE VIOLENCE (WPV) IS ANY ACT OR THREAT OF PHYSICAL 

VIOLENCE, HARASSMENT, INTIMIDATION, BULLYING OR OTHER THREATENING 
DISRUPTIVE BEHAVIOR THAT OCCURS AT THE WORK SITE. IT RANGES FROM 

THREATS AND VERBAL ABUSE TO PHYSICAL ASSAULTS AND EVEN HOMICIDE. IT 

CAN  AFFECT AND INVOLVE EMPLOYEES, CLIENTS, CUSTOMERS AND VISITORS.  

ÅWPV IS THE 2ND/3 RD LEADING CAUSE OF WORKPLACE FATALITIES IN THE 
UNITED STATES (AFTER MOTOR VEHICLE ACCIDENTS) *  

Å2 M ILLION US WORKERS EXPERIENCE WPV EACH YEAR * 

 

 

* NATIONAL SAFETY COUNCIL 
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SECURITY CONSIDERATIONS 

ÅPREMISES LIABILITY COMMON  LAW 

LIABILITY THAT MAKES YOU (OR YOUR ENTITY) LIABLE FOR INJURIES 

SUFFERED ON YOUR PROPERTY, PARTICULARLY IF YOU FAILED TO 
PROTECT THEM.  

ÅTHREE TESTS:  

ÅIS THREAT KNOWABLE/ HAS IT HAPPENED BEFORE? 

ÅIS THE THREAT FORESEEABLE TO HAPPEN AT YOUR PROPERTY? 

ÅSHOULD YOU HAVE DONE SOMETHING TO PROTECT AGAINST IT? 
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