UNDERSTANDING COMPANY
RESPONSIBILITIES FOR CHEMIC
AND FACILITY SECURIT

LARRY HTZGERALD CPP, PSP, PG
M ELISSAHART

TRC BNVIRONMENTAL C ORPORATION

QTRC



A\ C1=\ | DYAN

A REGULATORYO W 0 PROTECTINGYOUR CHEMICALS AND
WORKERSFROM ACCIDENTAL RELEASES

A CFATSOVERVIEW INTENTIONALATTACK$STHEFTOF CHEMICALSTO
WEAPONIZE

A INTERRELATIONSHI®BF SECURITYEMERGENCY PLANNING
REQUIREMENTS

A WORKPLACEVIOLENCE (WPV)/TERRORISM
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THE CURRENT REGULATORY

A EpA (ENVIRONMENTAL)

A EPCRA 8 EMERGENCY PLANNING & REPORTINGOF SIGNIFICANTQUANTITIESOF
HAZARDOUSCHEMICALS

A CAAIR ISKMANAGEMENT PLAN (RMP) 0 RESPONDINGAND PLANNING TO
PREVENTCHEMICAL ACCIDENTS

A GENERALDUTYCLAUSE(GDC)
A OSHA (SAFETY& HEALTH

A PROCESSSAFETYMANAGEMENT (PSM) & HIGHLY HAZARDOUS CHEMICAL
PROTECTIONIN WORKPLACE

A GeneralDuTYC LAUSE(GDC)
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COVERED CHEMICALS BY RULE

A EPCRA- 356 EHS,0VER 650,000 REPORTABLEHAZARDOUSSUBSTANCES650 TR
CHEMICALS & CHEMICAL CATEGORIES

A RMP - OVER 130 REGULATEDSUBSTANCES

A GDC: A PPLIESTO ANY O E H 31dD,NOT LIMITEDBY RMP OR EPCRA SUBSTANCES
A PSM0d 162 HIGHLY HAZARDOUS CHEMICALS

A GDC: A PPLIESTO ANY HAZARDOUSCHEMICAL THATCAUSESAN UNSAFEWORKPLACE

ALLTHESERULESFOCUSON CHEMICAL HAZARD PROTECTIONOF AN INDUSTRIALFACILITY®
EMPLOYEER&AND THEGENERALPUBLICSHOULDTHEREBBEA CHEMICAL ACCIDENT
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CFATSO WHO IS REGULATED?

AC HEMICAL FACILITYANTFIERRORISMSTANDARDS

ALLO GEMICAL FACILITIE® --

A DHSDEFINESA 0 GIEMICAL FACILITYO AS OANY FACILITYTHATPOSSESSESR PLANSTO
POSSESSAT ANY RELEVANTPOINTIN TIME A QUANTITYOF A CHEMICAL SUBSTANCE
DETERMINELBY DHS TO BEPOTENTIALLYDANGEROUS OR THATMEETSOTHERRISKRELATED

CRITERIONE O

(I.E., YOU AREA CHEMICAL FACILITYEVENIF YOU ARENOT IN THECHEMICAL INDUSTRY
BUTHAVE A REGULATEOCHEMICALE )




CHEMICAL FACILITY ANHTERRORISM
STANDARDS (CFATS) TYPICAL FACILITIES

A CEATS WpacTS 45,000
FACILITIESNATIONWIDE WHICH
HAVE CHEMICALS OF INTEREST
TO TERRORISGROUPS

A TYPICALO GIEMICALO
FACILITIESNCLUDE

A POWER PLANTS
A REFINERIES

A PAINT/ COATING
MANUFACTURERS

A CHEMICAL WAREHOUSES
A FOOD PRODUCTION
A REMEDIATIONSITES

A LABORATORIESRESEARCH
CENTERS

QTRC

A LARGE OFFICECOMPLEXES

A CHEMICAL PRODUCTION
FACILITIES

A PAPERMILLS

A AGRICULTURAL

A MINING/Q UARRIES



EXAMPLES OF CFATS CHEMICALS OF INTEREST (COl)

A ALUMINUM POWDER A TEA

A CHLORINE A BUTANH ISOBUTANE
A NITRICACID A CHLOROFORM

A HYDROGEN PEROXIDE A METHYLETHER

A HcL A TNT

A AvmoniA A NITRICOXIDE

A ProPANE A PHosPHORUS
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CFATS OVERVIEVW THREATS

A UNLIKEEPAOR OSHA, CFATSADDRESSE®INTENTIONALACT)
(FROM INSIDERS VISITORS EMPLOYEESCONTRACTORS ETC)

A SECURITYTHREATSOR COI INCLUDE
A RELEASHTOXIC, FLAMMABLEOR EXPLOSIVH,
A SABOTAGE,
A THeriD IVERSION(FORUSEIN IED OR WME)

A FACILITIESARE RESPONSIBLEOR SECURINGTHEIRTARGETED
CHEMICALS FROM BEING ACCESSEDBY TERRORISTS
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WHO [S AN INSIDER? DO YOU KNOW ONE?




OVERVIEW OF INSIDER THREATS

INSIDERSARE O

A CURRENTOR FORMEREMPLOYEES
A CONTRACTORS

A TRUSTEBUSINESSARTNERS

A THOSEWITHAUTHORIZEDACCESS TO AN ORGANIZATIONG RESOURCES
OR FACILITIES

MALICIOUS INSIDERTHREATRRE WHEN INSIDERSNTENTIONALLYUSE
THEIRACCESS TO HARM THEORGANIZATION
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ARE THERE OTHER SECURITY CONCERNS?

SHORTANSWER- YEd4!!
ATHESH?EGULATIONSDO NOT APPLYEVERYWHERE

AMTSA (COAST GUARD SECURITYRULESO OPORT
FACILITIES )

A NERG CIP (INFRASTRUCTURBECURITYRULESFOR
UTILITIEB

A CFATS (CHEMICAL SECURITY

A PHSMA (RPELINE& HAZMAT SAFETYRULES
A BUTTHESRPPLYTO ALMOSTEVERYFACILITY

AOSHA GENERALDUTYCLAUSE

A PREMISEUABILITYI NADEQUATESECURITYCLAIMS
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ACTIVE SHOOTER/WPV/TERRORISM

OSHA- GENERALDUTYCLAUSE

0 BCTION5(A)(1) oF THEOCCUPATIONAL SAFETYAND HEALTH
ACT, REQUIRESHATEACH EMPLOYERFURNISHTO EACH OF ITS
EMPLOYEESA\ WORKPLACETHATIS FREEFROM RECOGNIZEDHAZARDS
THATARE CAUSING OR LIKELYTO CAUSE DEATHOR SERIOUSPHYSICAL

HARM. O
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BACKGROUND - WPV

A WORKPLACEVIOLENCE (WPV) IS ANY ACT OR THREATOF PHYSICAL
VIOLENCE, HARASSMENT INTIMIDATION, BULLYINGOR OTHERTHREATENING
DISRUPTIVBBEHAVIOR THATOCCURS AT THEWORK SITE IT RANGESFROM
THREATRND VERBALABUSETO PHYSICALASSAULTSAND EVENHOMICIDE. IT
CAN AFFECTAND INVOLVE EMPLOYEESCLIENTS CUSTOMERSAND VISITORS

A WPV IS THE2ND/3 RD LEADING CAUSE OF WORKPLACEFATALITIESN THE
UNITEDSTATEQAFTERMOTOR VEHICLEACCIDENTS %

A 2 MILLION USWORKERSEXPERIENCBNVPYV EACH YEAR™

* NATIONAL SAFETYC OUNCIL
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SECURITY CONSIDERATIONS

A PREMISELIABILITYCOMMON LAW
LIABILITYTHATMAKES YOU (OR YOURENTITY LIABLEFORINJURIES
SUFFEREODN YOUR PROPERTYPARTICULARLYF YOU FAILEDTO
PROTECTTHEM

A THREEIESTS
A |S THREATKNOWABLH HAS IT HAPPENEDBEFORP
A |S THETHREATFORESEEABLEO HAPPENAT YOUR PROPERTY

A SHOULD YOU HAVE DONE SOMETHINGTO PROTECTAGAINST IT?
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