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Ethical Challenges from Social Media

+ Mistakes amplified and easy to make
 Informal and unguarded communication
* |nstantaneous expectations

« Myth of privacy and impermanence

* Addictive—temptation to provide TMI

THINK BEFORE
YOU POST!




What Not to Do
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What Not to Do

“@SteveRegan4: @SCOTUSDblog — Don’t screw up this like

[Affordable Care Act]. No such thing as greenhouse gas. Carbon is
necessary for life.”

. D such thing as QFEEHHDUEE gas. Carbon is
necessary for life.

Collapse 4 Reply 13 Retweet ¥ Favorite === More
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What Not to Do

SCOTUSDblog & W Follow
@SCOTUSbIog

8:51 PM - 15 Oct 2013

20 RETWEETS 34 FAVORITES ¢ 13 %




OCTOBER 22, 2013

Mis-Tweet by Reed Smith Partner Highlights Social Media Ethics Issues

by Micah Buchdahl
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BigLaw Firm Takes Measures To Deal With Partner's Vulgar Tweet At

18 October 2013
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The Case of the Kansas Research Attorney

\ Sarah (spa & :
(4™ Holy balls. There are literally 15 cops here for the Phil Kline case
“NL today. Thus, | actually wore my badge.

' Sarah @sparklyliliife
L 4™ You can watch that naughty naughty boy. Mr. Kilein, live!

live_kscourts_org/live_php

' Sarah arklylillife
® YWhy is Phil Klein smiling? There is nothing to smile about

< douchebag

m

Sarah

ﬂ ‘awright922 | predict that he will be disbarred for a period not less
8L than 7 years.
® View conversation




Majority of Americans now use Facebook, YouTube

of LTS, adults who say they use the following social media sites online or
eir cellphone
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- Faceboolk 52
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> 5 Billion Views/Day
2.072 Billion Users

800 Million Users

y 500 Million Tweets/Day

m 500 Million Members




Lawyer Use of Social Media

90%
80% ABA 2017 Legal Technology Survey
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iy Clients Use The Internet to Hire Attorneys!

CLIENT
ACQUISITION
THROUGH DIGITAL
IS ONLY INCREASING




ABA Model Rule 1.1 - Competence

* Rule: A lawyer shall provide competent representation to a client. . . .

« Comment 8: To maintain the requisite knowledge and skill, a lawyer
should keep abreast of changes in the law and its practice, including
the benefits and risks associated with relevant technology, engage
In continuing study and education and comply with all continuing legal
education requirements to which the lawyer is subject.

_‘



ABA Model Rule 1.1 - Competence

“IT]lo comply with Rule 1.1 ..., attorneys should both have an
understanding of how social media and social networking websites
function, as well as be equipped to advise their clients about various
issues they may encounter as a result of their use of social media
and social networking sites.”

West Virginia Legal Ethics Opinion 2015-02

_‘



Ethics of Social Media—Elements of Competence

d Confidentiality

d Communication with third parties

d Decorum to the tribunal/ex parte communications
 Jury research

d Evidence development and preservation

1 Advertising and solicitation

_‘



Hypo # 1
Friending on Facebook




Hypo #1 — Friending on Facebook

E Bob Buddy

My friend Phil Plaintiff is running the coolest scam. He is suing a company
for hurting him and he didn't even get injured!

-] el i

) 4 people like this.

£ 546 shares
= Phil Plaintiff Hey man! That is a secretl -
Like - Reply - g 5 -

Write a comment __.

@




Questions for Hypo #1

* |s this deception implicating Model Rule 8.47
 Are Model Rules 4.1, 4.2, or 4.3 implicated?

» Since the receptionist knows the witness,
what is the harm if the witness responds?

» |If the lawyer’s client successfully “friends”
the witness without the lawyer's knowledge,
does the analysis change?

_‘



Why research
social media
accounts?

Source:
Mashable.com
June 2012



ABA Model Rule 4.1 — Truthfulness to Others

In the course of representing a client a lawyer shall not knowingly:

(a) make a false statement of material fact or law to a third person; or

(b) fail to disclose a material fact to a third person when disclosure is
necessary to avoid assisting a criminal or fraudulent act by a client,
unless disclosure is prohibited by Rule 1.6.




ABA Model Rule 4.2 — Communication with Person

Represented by Counsel

In representing a client, a lawyer shall not communicate about the
subject of the representation with a person the lawyer knows to be
represented by another lawyer in the matter . . ..




ABA Model Rule 4.3 — Unrepresented Persons

: : : Federal Judges Permission for Lawyers
In dealing on behalf of a client with a 0 Sgearch Social Media g

person who is not represented by counsel, (Fed. Judicial Ct.Rept. 2014)
a lawyer shall not state or imply that the
lawyer is disinterested. When the lawyer
knows or reasonably should know that the
unrepresented person misunderstands the
lawyer’s role in the matter, the lawyer shall
make reasonable efforts to correct the
misunderstanding. . ..

Don't Allow

Don't Address

a Bloomberg BNA graphic



ABA Model Rule 8.4 - Misconduct

It is professional misconduct for a lawyer to:

(a) violate or attempt to violate the Rules of Professional Conduct,

knowingly assist or induce another to do so, or do so through the acts
of another; . ..

(c) engage in conduct involving dishonesty, fraud, deceit or
misrepresentation,;

(d) engage in conduct that is prejudicial to the administration of justice

_‘



Can a staff member or a client do it?

» If your staff member does it without asking are
you ok?

« What if your client does it without asking you?



Robertelli v. New Jersey

« Attorneys instructed paralegal to “friend” a represented adverse
party on Facebook

« Attorneys then tried to use the evidence they found at trial

* New Jersey State Bar Ethics Office filed an official complaint
against both attorneys




Uber’s Cautionary Tale—Meyer v. Kalanick

* Uber hired private investigator to get
iInformation on the plaintiff

* |Investigator posed as academic
researcher in interviewing the
plaintiff's friends and colleagues

* Uber precluded from using any
information from investigation




Hypo # 2
Posting a Videotaped
Deposition Online




Hypo # 2 - Posting an Videotaped Deposition Online




Questions for Hypo #2

* [s this an extrajudicial statement
prohibited under Model Rule 3.67

 When does a deposition become a
public record? YO u Tu h e




ABA Model Rule 3.6(a) — Trial Publicity

A lawyer who is participating or has
participated in the investigation or litigation
of a matter shall not make an extrajudicial
statement that the lawyer knows or
reasonably should know will be
disseminated by means of public
communication and will have a substantial
likelihood of materially prejudicing an
adjudicative proceeding in the matter.




ABA Model Rule 3.6 — Trial Publicity cont’d

(b) Notwithstanding paragraph
(a), a lawyer may state . . .
(

2) information contained in a
public record;

“Your Honor, we feel the trial failed
to deliver on its pretrial publicity.”

_‘



Hypo # 3
Researching a Jury Pool




Hypo #3 — Researching a Jury Pool

You are representing a
large nuclear power
company in a personal
Injury suit based in a
rural community. You
have an upcoming jury
trial. You have one of
your colleagues do social
media research on every
juror in the jury pool.

_‘




Questions for Hypo #3

 What communications may a
lawyer have with a potential
juror?

 (Can alawyer send an access
request to a potential juror?

* \What if social media platform
automatically sends information
to the juror about inquiries being
made of the juror’'s name?

_‘




ABA Model Rule 3.5 — Impartiality and Decorum of the

Tribunal

A lawyer shall not:

(a) seek to influence a judge, juror, prospective juror or other official by
means prohibited by law;

(b) communicate ex parte with such a person during the proceeding
unless authorized to do so by law or court order . . .




ABA Formal Opinion No. 466

* You may research a juror’'s internet presence

* You may not communicate directly with a juror or use someone
else to do so

* You may not send an access request (a request to see non-public
information) to a juror

* Itis not a communication just because a juror becomes aware that a
lawyer is reviewing the juror’s internet presence

_‘



Hypo # 4
Juror Postings on Social Media




Hypo #4 — Juror Postings on Social Media

Robert Juror

Don't contact me for awhile.
against the local nuclear power company.
those things are.

) 3 people like this.

Wiite 2 comment __.

am a juror in a trial in state court. It's a case

think we all know dangerous




l Gary Ludwig
: May 28 &

This is brutal! Wow, gotta stay awake. At Jury duty and watching movies on
my phone, but keep dozing off. C'mon lunch break!!

Share




Pen® @SteveMartinToGo

REPORT FROM JURY DUTY: defendant
looks like a murderer. GUILTY. Waiting
for opening remarks.

Favorite

=48 @SteveMartinToGo
Steve Martin

REPORT FROM JURY DUTY: Attorneys
presenting “evidence.” Since when are
security photos, DNA, and testimony
evidence? Trusting intuition.

58 minutes ago via web Favorite 3 Retweet  Reply

_‘



é _

Hadley Jons

28 Add as Friend

=

OC . )

Hadley Jons

f
! 5 go000000000000dnight :)

7 hours ago

Hadley Jons actually

]

! ’ excited for jury duty tomorrow. it's
gonna be fun to tell the defendant
they're GUILTY. :P

nours ago

Facebook Juror Fined

Michigan juror on Facebook



What if you learn something?

Must take reasonable remedial Teanding Toul:
measures including disclosure to ks s misal oiction arlattats,.
th e tn b un al |f you d IScove r Facebook post by Juror No. 1 in a 2010 case in Sacramento, Calif.:

‘Back to jury duty can it get any more BORING than going over

eV| d e n Ce Of J u ro r m |SCO n d u Ct th at piles and piles of metro pcs phone records.. uuuuughhhh!
In a recent survey, 30 federal judges discussed which action they

|S Cr| m | n al O r fra u d u |e nt took when social media were used by a juror.

Removed from jury

Cautioned juror
but allowed
him/her to remain

Declared a mistrial

Held juror in
contempt of court

Fined juror
Other

Source: Federal Judicial Center The Wall Street Journal

_




Johnson v. McCullough, 306 S.W.2d 551 (Mo. 2010)

« Duty to research jurors?

* |n light of new technology
and greater access to
information, parties have
greater burden to research
jurors early in the trial
process

I B .



Hypo # 5
Tweeting for Clients




Hypo # 5 — Tweeting for Clients

M ikg Att.n rney X Follow
Check out my big CERCLA victory.

@MoneyBagCorp

_‘



Questions on Hypo #5

* Are the tweets “advertising™?
 Are the tweets “solicitations”?

 What is the impact of Twitter's 140-
character limit in the analysis?

« Let’s change the facts. Does
membership in Linkedln constitute
advertising?

Do you need to include disclaimers?

I B .



ABA Model Rule 7.2 — Solicitation of Clients

(a) A lawyer shall not by in-person, live telephone or real-time electronic
contact solicit professional employment . . .

(c) Every. .. electronic communication from a lawyer soliciting
professional employment from anyone known to be in need of legal
services In a particular matter shall include the words "Advertising
Material" on the outside envelope, if any, and at the beginning and ending
of any recorded or electronic communication, unless the recipient of the
communication is a person specified in paragraphs (a)(1) or (a)(2).

_‘



Are Tweets Advertising?

New York Bar says they are advertising, but not solicitations

Missouri Bar says they are solicitations and Twitter's character limit does not allow
for Missouri’s disclaimer language

Florida Bar says tweets are advertising but you can abbreviate advertising
requirements to fit within character limit

-
-
-
-
-
-
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-~
-~
-
-
-
=
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—
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What about your LinkedIn Profile?

« Can you include basic information
such as education and work history?

« (Can you describe your area of
practice or state you have a
particular set of skills?

* Do you have to include disclaimers?

* Does it matter if your purpose is not
to advertise?

_‘




What about your LinkedIn Profile?

@oNETWORK  IMVOPO GLOBAL

HOW TO USE LINKEDIN TO LOCKIN
LUCRATIVE BUSINESS DAILY USING PROVEN,
DONE-FOR-YOU TEMPLATES

Hey James F.

Frustrated with having an empty sales calendar?

Exhausted with prospecting?
Want to DOUBLE your clients and customers without the grind?

Join us for a LIVE DEMO on “How to Lock In Lucrative Business Clients DAILY With
100% Done-For-You LinkedIn Lead Generation Services”

_




ShOUId we add d James F. Thompson - 2nd

Environmental and Energ

disclaimer?




OVERVIEW
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ﬁ 109 Admiralty / Maritime
FEES AND Fees
PAYMENT TYPES Hourly ($2000-$5000/hour)

Payment types

Cash
CONTACT gregoryluce.com, LLC Email this lawyer
NFORMATION PO Box 19561 @ Visit lawyer's website

Minneapolis, MN 55419
Office: 612-234-5823
Q View map | Edit this address

Facebook
Twitter
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Hypo # 6
Lawyer Interactions on Social
Networking Sites




Hypo 6 — Lawyer Interactions on Social Networking Site

Mike General

Hey | know this is probably not the best way to do this, but
we need a quick response. Some of our employees spilled a
small amount of oil near a pipeline. We don't need to report
it, right, since it's a small amount?

Janet Local
| don't think that is a problem.

_‘



Questions for Hypo #6

« Has the lawyer forgotten about
clearing conflicts of interest?
(M.R. 1.7)

« What does it take to establish an
attorney-client relationship?

« Did the attorney violate her duty of
competence?

_‘



This or That?




New York State Bar Opinion 899

A lawyer “may provide general answers to legal questions from laymen on
real-time or interactive Internet sites such as chat rooms, but the lawyer
may not engage in ‘solicitation’ in violation of Rule 7.3. If a person initiates
a request on the site to retain the lawyer, the lawyer may respond with a

private written proposal outside the site so that those who did not request it
cannot see it."




Eight-Word Social Media Policy

Don't lie
Don’t cheat

Forb es Don't steal

Don’t reveal

https://www.forbes.com/sites/davidcoursey/2012/02/27/this-8-word-
social-media-policy-could-save-your-job/#750320dc5005



Questions/Comments

&




Dalton Mot
Partner | Kansas City Associate | Kansa
jfthompson@shb.com dmott@shb.c




