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Lawyer Ethics:  
E-Communications, Social 

Media, & the Internet



Ethical Challenges from Social Media

Mistakes amplified and easy to make•

Informal and • unguarded communication

Instantaneous expectations •

Myth of • privacy and impermanence

Addictive• —temptation to provide TMI



What Not to Do



“@SteveRegan4: @SCOTUSblog – Don’t screw up this like 

[Affordable Care Act]. No such thing as greenhouse gas. Carbon is 

necessary for life.” 

What Not to Do



What Not to Do





The Case of the Kansas Research Attorney





2.072 Billion Users

500 Million Tweets/Day

500 Million Members

5 Billion Views/Day

800 Million Users



Lawyer Use of Social Media
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ABA Model Rule 1.1 - Competence

Rule• : A lawyer shall provide competent representation to a client. . . .

Comment • 8: To maintain the requisite knowledge and skill, a lawyer 

should keep abreast of changes in the law and its practice, including 

the benefits and risks associated with relevant technology, engage 

in continuing study and education and comply with all continuing legal 

education requirements to which the lawyer is subject.



ABA Model Rule 1.1 - Competence

“[T]o comply with Rule 1.1 . . . , attorneys should both have an 

understanding of how social media and social networking websites 

function, as well as be equipped to advise their clients about various 

issues they may encounter as a result of their use of social media 

and social networking sites.”

West Virginia Legal Ethics Opinion 2015-02



Ethics of Social Media—Elements of Competence

Confidentiality

Communication with third parties

Decorum to the tribunal/ex parte communications

Jury research

Evidence development and preservation

Advertising and solicitation



Hypo # 1
Friending on Facebook



Hypo #1 – Friending on Facebook



Questions for Hypo #1

Is this deception implicating Model Rule • 8.4?

Are Model Rules • 4.1, 4.2, or 4.3 implicated?

Since the receptionist knows the witness, •

what is the harm if the witness responds?

If the lawyer• ’s client successfully “friends” 

the witness without the lawyer’s knowledge, 

does the analysis change?



Source:
Mashable.com
June 2012 
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ABA Model Rule 4.1 – Truthfulness to Others

In the course of representing a client a lawyer shall not knowingly:

(a) make a false statement of material fact or law to a third person; or

(b) fail to disclose a material fact to a third person when disclosure is 

necessary to avoid assisting a criminal or fraudulent act by a client, 

unless disclosure is prohibited by Rule 1.6.



ABA Model Rule 4.2 – Communication with Person 
Represented by Counsel

In representing a client, a lawyer shall not communicate about the 

subject of the representation with a person the lawyer knows to be 

represented by another lawyer in the matter . . . .



ABA Model Rule 4.3 – Unrepresented Persons

In dealing on behalf of a client with a 

person who is not represented by counsel, 

a lawyer shall not state or imply that the 

lawyer is disinterested. When the lawyer 

knows or reasonably should know that the 

unrepresented person misunderstands the 

lawyer’s role in the matter, the lawyer shall 

make reasonable efforts to correct the 

misunderstanding. . . .



ABA Model Rule 8.4 - Misconduct

It is professional misconduct for a lawyer to:

(a) violate or attempt to violate the Rules of Professional Conduct, 

knowingly assist or induce another to do so, or do so through the acts 

of another; . . . 

(c) engage in conduct involving dishonesty, fraud, deceit or 

misrepresentation;

(d) engage in conduct that is prejudicial to the administration of justice



Can a staff member or a client do it?

If your staff member does it without asking are •

you ok?

What if your client does it without asking you?•



Robertelli v. New Jersey

Attorneys instructed paralegal to • “friend” a represented adverse 

party on Facebook

Attorneys then tried to use the evidence they found at trial•

New Jersey State Bar Ethics Office filed an official complaint •

against both attorneys



Uber’s Cautionary Tale—Meyer v. Kalanick

Uber hired private investigator to get •

information on the plaintiff

Investigator posed as academic •

researcher in interviewing the 

plaintiff’s friends and colleagues  

Uber precluded from using any •

information from investigation 



Hypo # 2
Posting a Videotaped 

Deposition Online



Hypo # 2 - Posting an Videotaped Deposition Online



Questions for Hypo #2

Is this an extrajudicial statement •

prohibited under Model Rule 3.6?

When does a deposition become a •

public record?



ABA Model Rule 3.6(a) – Trial Publicity

A lawyer who is participating or has 

participated in the investigation or litigation 

of a matter shall not make an extrajudicial 

statement that the lawyer knows or 

reasonably should know will be 

disseminated by means of public 

communication and will have a substantial 

likelihood of materially prejudicing an 

adjudicative proceeding in the matter.



ABA Model Rule 3.6 – Trial Publicity cont’d

(b) Notwithstanding paragraph 

(a), a lawyer may state . . .

(2) information contained in a 

public record;



Hypo # 3
Researching a Jury Pool



Hypo #3 – Researching a Jury Pool

You are representing a 

large nuclear power 

company in a personal 

injury suit based in a 

rural community. You 

have an upcoming jury 

trial. You have one of 

your colleagues do social 

media research on every 

juror in the jury pool.



Questions for Hypo #3

What communications may a •

lawyer have with a potential 

juror?

Can a lawyer send an access •

request to a potential juror?

What if social media platform •

automatically sends information 

to the juror about inquiries being 

made of the juror’s name?



ABA Model Rule 3.5 – Impartiality and Decorum of the 
Tribunal

A lawyer shall not:

(a) seek to influence a judge, juror, prospective juror or other official by 

means prohibited by law;

(b) communicate ex parte with such a person during the proceeding 

unless authorized to do so by law or court order . . . 



ABA Formal Opinion No. 466

You may research a juror• ’s internet presence

You may not communicate directly with a juror or use someone •

else to do so

You may not send an access request (a request to see non• -public 

information) to a juror

It is not a communication just because a juror becomes aware that a •

lawyer is reviewing the juror’s internet presence



Hypo # 4
Juror Postings on Social Media



Hypo #4 – Juror Postings on Social Media







Michigan juror on Facebook



What if you learn something?

Must take reasonable remedial 

measures including disclosure to 

the tribunal if you discover 

evidence of juror misconduct that 

is criminal or fraudulent



Johnson v. McCullough, 306 S.W.2d 551 (Mo. 2010)

Duty to research jurors?•

• In light of new technology 

and greater access to 

information, parties have 

greater burden to research 

jurors early in the trial 

process



Hypo # 5
Tweeting for Clients



Hypo # 5 – Tweeting for Clients



Questions on Hypo #5

Are the tweets • “advertising”? 

Are the tweets • “solicitations”? 

What is the impact of Twitter• ’s 140-

character limit in the analysis?

Let• ’s change the facts.  Does 

membership in LinkedIn constitute 

advertising?

Do you need to include disclaimers?•



ABA Model Rule 7.2 – Solicitation of Clients

(a) A lawyer shall not by in-person, live telephone or real-time electronic 

contact solicit professional employment . . .

(c)   Every . . . electronic communication from a lawyer soliciting 

professional employment from anyone known to be in need of legal 

services in a particular matter shall include the words "Advertising 

Material" on the outside envelope, if any, and at the beginning and ending 

of any recorded or electronic communication, unless the recipient of the 

communication is a person specified in paragraphs (a)(1) or (a)(2).



Are Tweets Advertising? 

New York Bar says they are advertising, but not solicitations

Missouri Bar says they are solicitations and Twitter’s character limit does not allow 

for Missouri’s disclaimer language

Florida Bar says tweets are advertising but you can abbreviate advertising 

requirements to fit within character limit





What about your LinkedIn Profile?

Can you include basic information •

such as education and work history?

Can you describe your area of •

practice or state you have a 

particular set of skills?

Do you have to include disclaimers?•

Does it matter if your purpose is not •

to advertise? 



What about your LinkedIn Profile?



Should we add a 
disclaimer?





Hypo # 6
Lawyer Interactions on Social 

Networking Sites



Hypo 6 – Lawyer Interactions on Social Networking Site



Questions for Hypo #6

Has the lawyer forgotten about •

clearing conflicts of interest?  

(M.R. 1.7)

What does it take to establish an •

attorney-client relationship?

Did the attorney violate her duty of •

competence?



This or That?



New York State Bar Opinion 899

A lawyer “may provide general answers to legal questions from laymen on 

real-time or interactive Internet sites such as chat rooms, but the lawyer 

may not engage in ‘solicitation’ in violation of Rule 7.3. If a person initiates 

a request on the site to retain the lawyer, the lawyer may respond with a 

private written proposal outside the site so that those who did not request it 

cannot see it.”



Eight-Word Social Media Policy

Don ’t lie

Don ’t cheat

Don ’t steal

Don ’t reveal

https://www.forbes.com/sites/davidcoursey/2012/02/27/this-8-word-
social-media-policy-could-save-your-job/#750320dc5005



Questions/Comments
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